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Sgnipl JFAAHA 2HE A BE A (Public Statement) THE

Public statement on Virtual Assets and Related Providers

1. The Financial Action Task Force (FATF) today adopted and issued an
Interpretive Note to Recommendation 15 on New Technologies (INR. 15)
that further clarifies the FATF’s previous amendments to the international
Standards relating to virtual assets and describes how countries and obliged
entities must comply with the relevant FATF Recommendations to prevent
the misuse of virtual assets for money laundering and terrorist financing
and the financing of proliferation.

2. Previously, in October 2018, the FATF updated its Standards to clarify
their application to virtual assets and virtual asset service providers by
amending Recommendation 15 and adding two new definitions to the FATF
Glossary. The United Nations Security Council welcomed these and other
ongoing efforts by the FATF to address the regulation and supervision of
virtual asset activities and virtual asset service providers, including in its
Resolution 2462 of March 28, 2019. Today’s action by the FATF builds on
those developments.

3. INR. 15 establishes binding measures relevant for both countries and
virtual asset service providers (as well as other obliged entities that engage
in or provide virtual asset products and services) in order to establish a
more level playing field across the virtual asset ecosystem.

4. The obligations require countries to assess and mitigate their risks
associated with virtual asset activities and service providers; license or
register service providers and subject them to supervision or monitoring by
competent national authorities—(notably, countries will not be permitted to
rely on a self-regulatory body for supervision or monitoring)—and implement
sanctions and other enforcement measures when service providers fail to
comply with their AML/CFT obligations; and underscore the importance of
international cooperation. Some countries may decide to prohibit virtual
asset activities based on their own assessment of the risks and regulatory
context, or to support other policy goals.

5. Further, INR. 15 requires countries to ensure that service providers also
assess and mitigate their money laundering and terrorist financing risks and
implement the full range of AML/CFT preventive measures under the FATF
Recommendations, including customer due diligence, record-keeping,
suspicious transaction reporting, and screening all transactions for
compliance with targeted financial sanctions, among other measures, just
like other entities subject to AML/CFT regulation. This includes coordination
with relevant authorities to ensure the compatibility of AML/CFT
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requirements with Data Protection and Privacy rules and similar provisions.
Also today, the FATF published updated Guidance for a Risk-Based
Approach fo Virtual Assets and Virtual Asset Service Providers, which
builds upon the FATF’s ground-breaking 2015 guidance paper, to further
assist countries and providers of virtual asset products and services in
understanding and complying with their AML/CFT obligations.

6. The threat of criminal and terrorist misuse of virtual assets is serious
and urgent, and the FATF expects all countries to take prompt action to
implement the FATF Recommendations in the context of virtual asset
activities and service providers. The FATF will monitor implementation of
the new requirements by countries and service providers and conduct a
12-month review in June 2020.

7. The development of INR. 15 and the update Guidance has benefited
greatly from dialogue with the private sector to better understand the
technology underlying virtual assets, different types of virtual assets and the
associated business models, existing technological solutions for potentially
enhancing AML/CFT compliance, and the money laundering and terrorist
financing risks that the misuse of virtual assets can pose absent effective
regulation, supervision, and industry AML/CFT controls. Both the FATF and
its members will continue dialogue with the private sector as governments
and industry implement the FATF Recommendations, in order to ensure an
effective response to the risks.

8. The FATF will establish a Contact Group to engage industry and
monitor industry-led efforts to enhance compliance with the FATF Standards
and better safeguard the international financial system from abuse.

9. Finance Ministers and Central Bank Governors at the G20 meeting in
Fukuoka welcomed and expressed their support for the FATF’s actions on
the regulation and oversight of virtual assets and virtual asset service
providers. Today, the FATF has successfully delivered on the G-20 call to
regulate and supervise virtual asset activities and related service providers
for AML/CFT and to further clarify the FATF’s expectations for how
countries must develop robust AML/CFT frameworks in this regard. The
FATF will continue to take steps to ensure the effective regulation and
supervision of how new technologies are used, including in the context of
virtual assets, in order to mitigate the associated money laundering and
terrorist financing risks and support responsible innovation across the
financial services sector.
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Recommendation 15 and its Interpretive Note

[H17]F] Recommendation 15

New Technologies Countries and financial institutions should identify and
assess the money laundering or terrorist financing risks that may arise in
relation to (a) the development of new products and new business
practices, including new delivery mechanisms, and (b) the use of new or
developing technologies for both new and pre-existing products. In the case
of financial institutions, such a risk assessment should take place prior to
the launch of the new products, business practices or the use of new or
developing technologies. They should take appropriate measures to manage
and mitigate those risks.

To manage and mitigate the risks emerging from virtual assets, countries
should ensure that virtual asset service providers are regulated for
AML/CFT purposes, and licensed or registered and subject to effective
systems for monitoring and ensuring compliance with the relevant measures
called for in the FATF Recommendations.

[FATF 80{H2|] FATF Glossary

A virtual asset is a digital representation of value that can be digitally
traded, or transferred, and can be used for payment or investment
purposes. Virtual assets do not include digital representations of fiat
currencies, securities and other financial assets that are already covered
elsewhere in the FATF Recommendations.

Virtual asset service provider means any natural or legal person who is not
covered elsewhere under the Recommendations, and as a business
conducts one or more of the following activities or operations for or on
behalf of another natural or legal person:

i) exchange between virtual assets and fiat currencies;

ii) exchange between one or more forms of virtual assets;

iii) transfer of virtual assets;

iv) safekeeping and/or administration of virtual assets or instruments
enabling control over virtual assets; and

v) participation in and provision of financial services related to an issuer’s
offer and/or sale of a virtual asset.



[ M] Interpretative Note to Recommendation 15

1. For the purposes of applying the FATF Recommendations, countries
should consider virtual assets as “property,” “proceeds,” “funds,” “funds or
other assets,” or other “corresponding value.” Countries should apply the
relevant measures under the FATF Recommendations to virtual assets and
virtual asset service providers (VASPSs).

2. In accordance with Recommendation 1, countries should identify, assess,
and understand the money laundering and terrorist financing risks emerging
from virtual asset activiies and the activities or operations of VASPs.
Based on that assessment, countries should apply a risk-based approach
to ensure that measures to prevent or mitigate money laundering and
terrorist financing are commensurate with the risks identified. Countries
should require VASPs to identify, assess, and take effective action to
mitigate their money laundering and terrorist financing risks.

3. VASPs should be required to be licensed or registered. At a minimum,
VASPs should be required to be licensed or registered in the jurisdiction(s)
where they are created. In cases where the VASP is a natural person,
they should be required to be licensed or registered in the jurisdiction
where their place of business is located. Jurisdictions may also require
VASPs that offer products and/or services to customers in, or conduct
operations from, their jurisdiction to be licensed or registered in this
jurisdiction. Competent authorities should take the necessary legal or
regulatory measures to prevent criminals or their associates from holding,
or being the beneficial owner of, a significant or controlling interest, or
holding a management function in, a VASP. Countries should take action
to identify natural or legal persons that carry out VASP activities without
the requisite license or registration, and apply appropriate sanctions.

4. A country need not impose a separate licensing or registration system
with respect to natural or legal persons already licensed or registered as
financial institutions (as defined by the FATF Recommendations) within that
country, which, under such license or registration, are permitted to perform
VASP activites and which are already subject to the full range of
applicable obligations under the FATF Recommendations.

5. Countries should ensure that VASPs are subject to adequate regulation
and supervision or monitoring for AML/CFT and are effectively implementing
the relevant FATF Recommendations, to mitigate money laundering and
terrorist financing risks emerging from virtual assets. VASPs should be
subject to effective systems for monitoring and ensuring compliance with
national AML/CFT requirements. VASPs should be supervised or monitored
by a competent authority (not a SRB), which should conduct riskbased
supervision or monitoring. Supervisors should have adequate powers to
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supervise or monitor and ensure compliance by VASPs with requirements
to combat money laundering and terrorist financing including the authority
to conduct inspections, compel the production of information, and impose
sanctions. Supervisors should have powers to impose a range of
disciplinary and financial sanctions, including the power to withdraw, restrict
or suspend the VASP’s license or registration, where applicable.

6. Countries should ensure that there is a range of effective, proportionate
and dissuasive sanctions, whether criminal, civil or administrative, available
to deal with VASPs that fail to comply with AML/CFT requirements, in line
with Recommendation 35. Sanctions should be applicable not only to
VASPs, but also to their directors and senior management.

7. With respect to preventive measures, the requirements set out in
Recommendations 10 to 21 apply to VASPs, subject to the following
qualifications:

(@) R.10 - The occasional transactions designated threshold above which
VASPs are required to conduct CDD is USD/EUR 1 000.

(b) R.16 — Countries should ensure that originating VASPs obtain and hold
required and accurate originator information and required beneficiary
information on virtual asset transfers, submit the above information to the
beneficiary VASP or financial institution (if any) immediately and securely,
and make it available on request to appropriate authorities. Countries
should ensure that beneficiary VASPs obtain and hold required originator
information and required and accurate beneficiary information on virtual
asset transfers, and make it available on request to appropriate authorities.
Other requirements of R.16 (including monitoring of the availability of
information, and taking freezing action and prohibiting transactions with
designated persons and entities) apply on the same basis as set out in
R.16. The same obligations apply to financial institutions when sending or
receiving virtual asset transfers on behalf of a customer.

8. Countries should rapidly, constructively, and effectively provide the widest
possible range of international cooperation in relation to money laundering,
predicate offences, and terrorist financing relating to virtual assets, on the
basis set out in Recommendations 37 to 40. In particular, supervisors of
VASPs should exchange information promptly and constructively with their
foreign counterparts, regardless of the supervisors’ nature or status and
differences in the nomenclature or status of VASPs.
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